


The b�ggest threat of our t�me: Kam�kaze FPV Drones...
Kam�kaze FPV drones have become one of today's b�ggest secur�ty threats w�th the�r low cost, h�gh maneuverab�l�ty and d�rect attack capab�l�t�es.

Cr�t�cal m�l�tary fac�l�t�es, m�l�tary veh�cles and strateg�c �nfrastructures are at great r�sk from sudden and effect�ve attacks by these drones.





Ant�-Drone Sh�eld Project

The Ant�-Drone Sh�eld project a�ms to prevent threats from kam�kaze FPV drones to cr�t�cal m�l�tary fac�l�t�es and strateg�c �nfrastructures.

The system offers an �ntegrated solut�on that detects drones and neutral�zes them by jamm�ng the�r s�gnals.

It can commun�cate w�th the command and control center un�nterruptedly v�a satell�te commun�cat�on and can operate susta�nably w�th solar
energy.

W�th �ts portable and qu�ckly deployable structure, �t prov�des secur�ty even �n �solated areas.



RF Jammer

Detector 

Energy Source

Conta�ner
System Cab�net

A/C

Alarm Mon�tor�ng 
Env�ronment

Satell�te Commun�cat�ons

Batter�es

Alarm Warn�ng
System

Nav�gat�on Spoofer 

Generator



FPV Drone Detect�on: Detects approach�ng threats created by drones and prov�des �mmed�ate �ntervent�on.

RF and Nav�gat�on S�gnal Jamm�ng: D�sables drones by jamm�ng RF control and nav�gat�on s�gnals and ensures loss
of drone control.

Sound and L�ght Warn�ng Systems: When a drone �s detected, s�rens and l�ght warn�ng systems that are
automat�cally act�vated w�th�n the fac�l�ty �nform personnel �mmed�ately and ensure that secur�ty measures are taken
qu�ckly.

Alternat�ve Commun�cat�on w�th Satell�te Commun�cat�on: Wh�le the satell�te commun�cat�on system prov�des
secur�ty aga�nst drones, �t also prov�des an alternat�ve and backup commun�cat�on channel �n case of an �nterrupt�on �n
the un�t's commun�cat�on. In th�s way, the connect�on w�th the command control center can be ma�nta�ned w�thout
�nterrupt�on.



Solar Powered: Prov�des energy �ndependence thanks to solar panels and l�th�um-�on batter�es and offers
un�nterrupted operat�on even dur�ng power outages.

Autonomous and Portable System: Su�table for emergency response and mob�le operat�ons thanks to the fact that
all components are portable and qu�ckly �nstalled �n the conta�ner.

Secure Commun�cat�on: Can be managed w�th encrypt�on dev�ce and central control software. In th�s way, the
system protects secur�ty and �nformat�on �ntegr�ty.

Real-T�me Alarm, Report�ng and Warn�ng: When a drone �s detected, an automat�c aud�o and l�ght warn�ng
system �s act�vated and also sends �nstant data, reports and alarms to the command center.

Cr�t�cal Infrastructure and M�l�tary Fac�l�ty Secur�ty: Prov�des cont�nuous and effect�ve protect�on for the
secur�ty of m�l�tary fac�l�t�es, border areas, nuclear power plants and other cr�t�cal �nfrastructures.



Drone Detect�on: Prov�des real-t�me drone data �nclud�ng pos�t�on, alt�tude, t�me, and frequency.

Real-t�me Alerts: Sends sound and l�ght alerts when a drone �s detected.

V�sual Interface: D�splays drone and dev�ce locat�ons on a map.

Fl�ght H�story Record�ng: Records drone fl�ght h�story for playback.

24/7 Unattended Defense: Automat�cally engages defense plans when drones are detected.

Manual Interference: Allows manual �nterference to d�srupt drones.

Remote Operat�on: Supports remote control and system cal�brat�on.

Wh�tel�st/Blackl�st Management: Manages fr�endly and host�le drones for appropr�ate defense act�ons.



Rad�o drone detect�on equ�pment �dent�f�es rad�o s�gnals from drones, prov�d�ng funct�ons l�ke drone detect�on, early warn�ng, model recogn�t�on, and pos�t�on�ng.
It uses rad�o spectrum analys�s and protocol analys�s to detect and report drone and p�lot locat�ons, as well as drone quant�t�es.

Key Features:

Pass�ve Detect�on: Rece�ves s�gnals pass�vely w�thout em�tt�ng, ensur�ng h�gh concealment.

Comprehens�ve Model Recogn�t�on: Ident�f�es popular consumer drones l�ke DJI, Autel, FPV, and W�F� drones.

Blackl�st/Wh�tel�st: D�fferent�ates between fr�endly and enemy drones.

Drone and P�lot Pos�t�on�ng: Locates drones and p�lots us�ng a s�ngle or mult�ple dev�ces through cross-pos�t�on�ng.

Strong Adaptab�l�ty: Operates �n harsh cond�t�ons (fog, heavy ra�n) and supports 24/7 cont�nuous work.

Unattended: Automat�cally records detect�on t�me, drone/p�lot locat�on, and alt�tude.

Techn�cal Spec�f�cat�ons:

Frequency Range: 300MHz ~ 6GHz

Response T�me: ≤2 seconds

Detect�on Rad�us: 5-10 km

Swarm Detect�on: Max 40 drones s�multaneously



D�rect�onal rad�o jammer transm�ts rad�o s�gnals to create an electromagnet�c sh�eld �n a spec�f�c area, cutt�ng off the control l�nk, �mage transm�ss�on l�nk, and
nav�gat�on l�nk of drones. Th�s causes the drone to return, land forcefully, or hover, prevent�ng �t from enter�ng the controlled area.

Key Features:

Comprehens�ve Models Interference: Cuts off nav�gat�on s�gnals, control s�gnals, and �mage transm�ss�on s�gnals of popular consumer and �ndustr�al
drones, �nclud�ng FPV, etc.

Complete Nav�gat�on Coverage: Supports mult�ple nav�gat�on systems, �nclud�ng GPS, GLONASS, BDS, Gal�leo.

Opt�onal Jamm�ng Frequency: Can transm�t s�ngle or mult�ple jamm�ng frequenc�es.

H�gh Adaptab�l�ty: Su�table for use �n var�ous complex env�ronments, waterproof and dustproof.

Stable Interference: Capable of cont�nuous �nterference and send�ng strong jamm�ng s�gnals.

Bu�lt-�n G�mbal: H�gh-speed g�mbal for full 360° target track�ng.

Techn�cal Spec�f�cat�ons:

Operat�ng Frequency Bands: 400 MHz, 800 MHz, 900 MHz, 1.2 GHz, 1.4 GHz, 1.5 GHz, 2.4 GHz, 5.1 GHz, 5.4 GHz, 5.8 GHz

Interfere D�stance: 3 km

Interference Response T�me: 3 seconds



UAV nav�gat�on spoof�ng dev�ces use satell�te s�gnal s�mulat�on to d�srupt drone nav�gat�on, caus�ng them to land or dev�ate from the�r course. They prevent
drones from tak�ng off or enter�ng controlled areas, counter�ng mult�ple UAVs effect�vely.

Key Features:

W�de Range: Affects most c�v�l�an UAVs us�ng satell�te nav�gat�on.

Comprehens�ve S�gnal Coverage: Supports GPS, GLONASS, BDS, and Gal�leo to counter dual/mult�-mode UAVs.

All-weather Work�ng: Funct�ons well �n ra�n, snow, fog, and other harsh cond�t�ons

Techn�cal Spec�f�cat�ons:

Transm�ss�on Frequency: GLONASS/GPS/BDS/Gal�leo



Satell�te Internet: 20 Mbps/3 Mbps

Satell�te Telephone Sw�tchboard: 100 Subscr�bers

W�f� Access Po�nt: 1

F�xed Satell�te Telephone: 2

Solar Capac�ty: 2400W

Solar Panel Wp: 500Wp

Battery Capac�ty: 12V 200Ah

Smart Inverter: 1000W

Generator: 650KVA



Sw�tch:
8-port g�gab�t Ethernet sw�tch, PoE supported (opt�onal)

Su�table for LAN network, (for detect�on, jammer, spoof�ng and satell�te modem connect�ons)

Router:
Ethernet ports: 4-6, g�gab�t speed

WAN/LAN conf�gurat�on, f�rewall enabled

VPN, remote access and management supported

Encrypt�on Dev�ce:
AES-256 b�t encrypt�on supported for data encrypt�on

Intrus�on Detect�on/Prevent�on enabled



www.contentoconsultancy.com

S�lent, sw�ft, and �nv�s�ble—drones represent one of the greatest threats to modern secur�ty. 

The Ant�-Drone Sh�eld �s our strongest l�ne of defense aga�nst these h�dden dangers, protect�ng our cr�t�cal fac�l�t�es
before the threat can even reach. 

Every drone �s a r�sk, every second an opportun�ty. W�th th�s sh�eld, we take control of the sk�es and secure our future.


